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STATEMENT ON PPROPOSED REVISION
OF EXECUTIVE ORDER 12065 REFORE THE
SUBCOMMITTEE ON LEGISLATION AND
THE RIGHTS OF AMERICANS

I would like to thank the Committee for thlS opoortunlty to
address the proposed revision of ercutlve Order 12065. As you
know, this Executive Order establishes a comprehenéive scheme for
the classification, declassification and protection of national’
security information. in-so doing, the Order attempts to strike
an appropriate-balance between the need of the public to be
informed about the activities of its Go&ernment andffhe need for
centain'informa+{on which is essential to our national defense
and security to be protected from disclosure. The draft Order
presently under. consideration by the Committee achieves both of
these objecfi&es. It enhances the protection presently afforded
nation»l security information by existing Executive Order 12065,
while continuing ﬁo‘ensure necessary public access tokthis
information. The proposed Order =lso eliminates many of the‘
unnecessary and burdensome requlrements of ‘BExecutive Order 12065,
whlle prov1dLng 1ndlv1dual agen01es with greater flex1b111ty to
aJopt procedures tailored to their particular funct;ons and
needs. In éhoft, I.believe this proposed revision is a signifi-
cant improvement over the existing Crder on clas 1flcat10n.

“ The Agency is partlculdrly suoportlve of the draft rev1e10ns
which ellmlnate the balancing provision of . Sectlon 3 303 of the.

present Order, expand the presumption of harm in Section 1.3(c)

to include intelligence sources or methods, reduce the presently
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uﬁrealistie regquirements concerning systematic declassification
mandated by Section 3~4 of Executive Order 12065, and change the
overall tone of the Order to more appropriately reflect the.
Order's purvose of orotecting national =ecurity information.

This change in tone 1s evidenced in the preamble of the
\Order, wnlch establlshes a more evenhanded approach in addressing
the Order’s twin goals of ensuring necessarv public access to
national security 1nformat10n and suitably Drotectlng and
safeguardlng thls same 1nformat10n. This revised tone is also .
reflected in a number of other prov151ons, which restate the '“' ot
;pLesent negatlve or l1m1t1ng aULh0r17athHS provided by Executlve
Order 12065 in a more p051t1ve manner. |

With respect to the presumption of harm, Executlve Order 12063
presently provides that the unauthorized disclosure of certain 7
particulerly sensitive information is "presumed to cause damege to
tﬁe national security," and thus significantly reduces the burden
of agencies in defending classification decisions in court. It
should be empha51zed that this presumptlon does not remove the need
for agenc1es to satlsfy themselves or the courts that..such
1nrormatlon is properly cla351f1ed, it simply lessens the quantOm
of proof that must be provided in a public forum in support of the'
classification determination. This presumption is limited in
present Executive Otder 12065 to "foreign government information" -
and "confidential foreign sources." The proposed revision adds
"intelligence sources or methods" as a category of information

subject to this presumpbtion. The Agency has requested that this
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presumption be slightly ex?anded Lo inclﬁde "intelligence sources
or methods information" rather than simply "intelligence sources
or methods." The addition of ths word "information" is essential
in oﬁr opinion to ensure that the presumption is not limited to

. the names or personal identifiers of intelligence sdutcés, but
applies to that information which could reasbnably lead to or
significantly facilitate the identifiéatioﬁ of an intelligence ;
Sonrce. The Adgency has also reguzsted that "crvotologic infor-
mation“ be included within the presumption. As with intelligence
_ sources .or methodsr‘cryptologic infqrmatioh:is afforded special
pgqté¢tiqn bj—sﬁatqte'and is'thé’tyéé_of pértiéuiégiy‘éénéitive
information whose compromise <hould bé subject to the additioﬁ;l
protectién provided by Section 1.3(c)'s presumption.

The proposed Order also deletes the balancing test set forth
at Section 3-303 of present Executive Orderil2055. This
provision directs égencies receiving FOIA of declassification
requests to undertake a balancing test iﬁ certain.caseé to
detérmine whether the "need to protect classified infokma?iOn ray
be outweigheé by thé public intefest!in disclosure of the idfor-
mation.” and in such cases where the public interest is found to
he wéightier, agencies are directed to release such information
under the FOIA or to declassify it. This ?révision was simply
-”intendedvfo'authorize'agenciesf in their solevdisc#etidn;;to
declassify otherwiée properly classified information in certain
limited sbecial circumstances, such as wheré nondisclosure would

place an individual’'s life in danger or impede legitimate law
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enforcement functions. Despite Executive Rranch disavowals of
any intent to alter the substantive requirements of classifica-
tion through the provision of this balancing test in Section 3;
303, FOIA requesters have 1ncrea51ngly asserted a mandatory right
to judicial review of agency ClaSSlflcatlon dec151ons ‘under this
provision. The deletion of the balancing provision will not
eliminate the abilityvof agencies to declassify otherwise :
properly classified information in certain snecial cases, but
this decision to declassify will be, as it should be, a matter
for the agency's sole judgment. - e -

”IThe Agency also supporcs‘the seddced reduirements imposed“
upon agencies with resovect to the systematic declassiF*cation of
national secufitv information. Executive Order 12065 requires
time—consuming:and costly page-by-page review of information
which frequently is of no interest to the public and which is
never likely to be‘the subject of an FOTA or mandatory review
request. A.recent General Accounting Office (GAO) Report
recommended that Executive Order 12065 be revised to limit
'systematic review to only those records requested by the
public. The systematic declessificatien scheme suggestednin this
GAO study has been implemented in large part in the proposed . L

D wrmm panhd, Vacca e
revigsion. Instead of requlrlng the rev1ew of all ClaSolfled o
information to comply with arbltrary 20— and 30-year time
periocds, a systematlc review for dec1a551f1catlon will be
FErmamenity VALLINAALE

conducted only of Lhose records acces31oned into. or in the case

of certain Presidential papers, already in the possession and
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control of the National archives. The time preriods for such
review will be established in procedures prescribed by IS0O0 and
affected'agencies, and will more accurately focus limited Agency
resources on those records which are likely to be of continuing
historical or other value. The draft Order also authorizes -
agencies to conduct their own internal systematic review programs
to identify those additional record systems or information which’

( A C,u.l.fL‘iQT ’
periods. BAdditionally, a systematic review for declassification”

may benefit frbm.periodic review ziifr to these established time

will be available whenever a member of the public requests

infgrmation under the FOIA, the Frivacy Act or the mandatory .

review nrocedures of Seétion 3.4. This right to seek a
declassification review wiil commence immediatelv after the
informatidn‘s éreation and subsequent classification. Thus(

those records which are of particular interest to historical
researchers or other members of the public will be_§1§§§matica;%yfnﬁﬁba
reviewed in a timely and responsive manner, while avoiding the

costly and unnecessary burden of reviewing all classified

information within the above 20- or 30-year timeframes.

STAT - the Agency's Director of Information Services,
- is here with me to provide additional information and answer any
questions you may have with respect to the Agency's systematic

declassification program,
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